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A Few Thoughts on Electronic Discovery After 
December 1, 2006 

The last time the Federal Rules of Civil Procedure were amended to 
acknowledge computers was 1970, when the words “data and data 
compilations” were added to Rule 34. Thirty-six years later, long after the 
computer has become both ubiquitous and essential, it is time to do much 
more. On December 1, amendments will go into effect to make the discovery 
rules better able to accommodate the vast changes in information technology 
that have already occurred and that will inevitably continue. 

The need for the guidance the e-discovery rule amendments provide is 
reflected in the fact that courts have been applying the new rules since they 
were proposed, years before their effective date.1 Because the amendments have 
to be flexible enough to apply to all federal cases that could involve electronic 
discovery and general enough to accommodate the inevitable changes in 
information technology, there are a number of issues the new rules do not 
address. Instead, the rules present procedures and guidelines targeted at the 
distinctive features of electronically stored information, to help resolve those 
issues when they arise. In this seven-part series, I discuss a few issues likely to 
arise under the new rules and the challenges they may present, not only for 
lawyers and litigants, but for judges. 

 

1.  Turner v. Resort Condo. Int’l, L.L.C., No. 1:03-cv-2025-DFH-WTL, 2006 WL 1990379 
(S.D. Ind. July 13, 2006) (proposed Rule 37(f)); Phoenix Four, Inc. v. Strategic Res. Corp., 
No. 05 Civ. 4837(HB), 2006 WL 1409413 (S.D.N.Y. May 23, 2006) (proposed Rule 
26(b)(2)); Hopson v. Mayor of Baltimore, 232 F.R.D. 228 (D. Md. 2005) (proposed Rule 
26(b)(5)(2)); Williams v. Sprint/United Mgmt. Co., 230 F.R.D. 640 (D. Kan. 2005) 
(proposed Rule 34(b)); Convolve, Inc. v. Compaq Comp. Corp., 223 F.R.D. 162 (S.D.N.Y. 
2004) (proposed Rule 37(f)). 
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i .  an overview of the e-discovery rules amendments 

The electronic discovery amendments are an interrelated package. The 
amendments address five broad areas: (1) the parties’ obligations to meet and 
confer about electronic discovery early in litigation; (2) discovery of 
information that is not reasonably accessible and allocating costs of that 
discovery; (3) privilege review; (4) form of production; and (5) sanctions. An 
overarching change is the introduction of the term “electronically stored 
information” to the rules. This new term describes a distinct category of 
information subject to discovery rights and obligations, in addition to 
“documents” and “things.” The word “documents” no longer has to be 
distorted to accommodate the myriad ways in which computers create and 
store information, many bearing no resemblance to words fixed on pieces of 
paper. The amendments distinguish documents from electronically stored 
information because the categories are different in ways important to 
managing discovery. The distinction allowed the rules drafters to write 
provisions specifically addressing electronic discovery. 

A. Meeting and Conferring 

The amended rules require parties to include electronically stored 
information in initial disclosures, the mandated early discovery-planning 
conference of counsel, the report to the court, and the pretrial scheduling 
conference with the judge.2 The Rule 26(f) amendments require the parties to 
discuss electronic discovery in general at the early meet-and-confer and to 
discuss three issues in particular: the form of production, data preservation, 
and privilege waiver. Each of these three aspects of electronic discovery 
presents problems different from, and more complicated than, conventional 
discovery. 

The form of production should be discussed in the meet-and-confer 
because parties can produce electronically stored information in a variety of 
forms, requiring choices and judgments that were not present in paper 
discovery. 

The parties should discuss preservation in the meet-and-confer because 
electronically stored information is dynamic, unlike static words on paper, 
which complicates decisions about what has to be retained and how. 
Affirmative steps are necessary to preserve electronically stored information; 
passivity often leads to alteration, deletion, or destruction of information. By 
 

2.  FED. R. CIV. P. 16, 26(a), 26(f); see also id. Form 35 (providing a form for reporting the 
results of the planning meeting required by Rule 26(f)). 
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contrast, passivity preserves paper; affirmative steps are necessary to destroy a 
paper or similar physical record of information. The ordinary operation of 
computers—including the simple act of turning a computer on or off or 
accessing a particular file—can alter or destroy associated electronically stored 
information. Computer systems automatically create, alter, discard, or 
overwrite data as part of their routine operation, often without the operator’s 
direction or awareness. Computers further complicate preservation and 
production because electronically stored information may be “deleted” yet 
continue to exist in ways that are difficult to locate, retrieve, or review and may 
become progressively less accessible over time. Although the Civil Rules do not 
define preservation obligations—statute, regulation, or common law supplies 
the substantive standards—the rules recognize that applying preservation 
obligations to electronically stored information is uncertain and risky. 

To meet preservation obligations, parties who reasonably anticipate 
litigation or who have been sued generally use litigation holds to prevent the 
loss of information that may later be demanded in discovery. An overbroad 
litigation hold may be costly and burdensome; any litigation hold presents the 
risk of not including information that will later be asserted as discoverable. To 
minimize the risk of later problems—which often take the form of spoliation 
allegations and sanctions motions—the meet-and-confer amendments require 
the parties to discuss early what sources of information should be preserved 
and in what form, and what information may be allowed to be recycled, 
overwritten, deleted, or discarded. The amendments encourage the parties to 
reach agreements and identify disputes for the court to resolve at an early stage, 
when the issue to be resolved is more likely to be planning the electronic 
discovery protocol rather than ruling on sanctions. 

Privilege waiver should be discussed in the early meet-and-confer for two 
primary reasons. First, the sheer volume of electronically stored information 
makes privilege review expensive and time-consuming. Second, electronically 
stored information is stored and displayed in a variety of ways, which adds to 
the difficulty of review and makes it more likely that protected or privileged 
information will be inadvertently produced. Information such as metadata, 
embedded data, system data, attachments, and e-mail threads may not be 
revealed on a computer screen or on a printed piece of paper but may contain 
privileged or protected information that escapes detection, even if the 
producing party reasonably believes that it has a robust and carefully 
implemented review system. Identifying and segregating privileged and 
protected information is more difficult, costly, and time-consuming than was 
true of paper discovery and inadvertent disclosures are more likely to occur, 
even after a lengthy and expensive preproduction privilege review. Because a 
failure to screen out even one privileged item may result in an argument that 
there has been a waiver of all other privileged materials related to the same 
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subject matter, parties may feel it necessary to engage in ever-more rigorous 
preproduction privilege reviews, adding to the cost, time, and burden of 
discovery.3 Amended Rules 26(f) and 16 respond to the privilege-waiver 
problem by directing parties to discuss approaches to asserting claims of 
privilege or work-product protection after production. If the parties agree on 
protocols that facilitate faster and less expensive discovery, they may ask the 
court to include such arrangements in a case-management or other order. 

Each of these three areas—form of production, preservation, and privilege 
waiver—is also addressed in detail in other parts of the rules. The changes to 
Rule 16, Rule 26, and Form 35 dovetail with these later amendments by 
requiring the parties to discuss these problems early in the case, establish 
protocols tailored to the case, and seek early judicial involvement if agreements 
cannot be reached. 

B. Not Reasonably Accessible Information and Allocating Discovery Costs 

Rule 26(b)(2) is amended to address another key difference separating 
electronic from conventional discovery: electronically stored information, 
unlike words on paper, may be incomprehensible when separated from the 

 

3.  In the case of In re Universal Service Fund Telephone Billing Practices Litigation, 232 F.R.D. 
669 (D. Kan. 2005), the court described some problems in asserting privilege as to e-mail 
threads, stating: 

The undersigned magistrate judge is only five years removed from private 
practice. He is acutely sensitive to the fact that, as a practical matter, requiring 
each e-mail within a strand to be listed separately on a privilege log is a laborious, 
time-intensive task for counsel. And, of course, that task adds considerable 
expense for the clients involved; even for very well-financed corporate defendants 
such as those in the case at bar, this is a very significant drawback to modern 
commercial litigation. But the court finds that adherence to such a procedure is 
essential to ensuring that privilege is asserted only where necessary to achieve its 
purpose, e.g., in the case of the attorney-client privilege, protecting disclosures 
made to obtain legal advice which might not have been made absent the existence 
of the privilege. In any event, the court strongly encourages counsel, in the 
preparation of future privilege logs, to list each e-mail within a strand as a 
separate entry. Otherwise, the client may suffer a waiver of the attorney-client 
privilege or work product protection (and the lawyer may later draw a claim from 
the client). 

 Id. at 674. In addition to potential privilege review problems presented by such “hidden” 
information as metadata, embedded data, or system data, or presented by e-mail 
attachments and “threads,” another example of unfamiliar presentations of privileged or 
protected information is that databases may themselves be privileged or protected. See, e.g., 
Jaffe Pension Plan v. Household Int’l, 2006 WL 1898151 (N.D. Ill. July 6, 2006) (noting that 
an outside auditor inadvertently produced a database used to estimate the party’s litigation 
reserves). 
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system that created it. The way that the information is created and stored may 
introduce a new obstacle to parties seeking to access it, in addition to the 
familiar obstacles of distance and dispersion. Rule 26(b)(2) clarifies the 
obligation of a responding party to produce electronically stored information 
that is not reasonably accessible because of undue costs and burden. 

The amendment to Rule 26(b)(2) applies a two-tier structure to this 
distinctive and recurring problem of electronic discovery.4 The first tier is 
party-managed discovery; the second tier is available only on court order and 
under court supervision. A party must provide discovery of the first tier—
relevant, reasonably accessible, electronically stored information—without a 
court order. A party need not review or provide discovery of electronically 
stored information that it identifies as “not reasonably accessible.” Information 
contained on such sources is in the second tier, subject to discovery if the 
requesting party can show good cause for a court to order production. 

The amendments to Rule 26(b)(2) mesh with the requirement for the 
expanded meet-and-confer. The parties are to discuss the likelihood that 
potentially responsive information exists on sources that are not reasonably 
accessible and to attempt to agree on whether that information must be 
searched and produced, or, if not, preserved. The Committee Notes encourage 
the parties to explore information stored on sources that are easier to access 
before pressing for production that would require forensic steps to restore and 
retrieve information stored on sources that are not reasonably accessible. 

If a party seeks production of electronically stored information that has 
been identified as not reasonably accessible and the parties cannot agree, the 
issue can be brought to the court by a motion to compel or for protection. 
Regardless of who files the motion, the party responding to the discovery 
request must first show that the information sought is indeed not reasonably 
accessible. The party requesting the discovery then has the burden of 
demonstrating good cause for the production. If good cause is shown, the court 
may order discovery and may impose terms and conditions. In deciding 
whether to compel production and what terms or conditions should apply, the 
court is to consider the proportionality limits of Rule 26(b)(2)(C)—which have 
been part of Rule 26 since 1983, as Rule 26(b)(2)(B)—including whether the 
costs of the discovery is worth the likely benefits. The terms and conditions 
may include requiring the requesting party to absorb some or all of the costs of 
production. 

 

4.  The two-tier structure of FED. R. CIV. P. 26(b)(2)(B) mirrors the structure of FED. R. CIV. P. 
26(b)(1), which provides for party-managed discovery regarding “any matter, not 
privileged, that is relevant to the claim or defense of any party” and for court-ordered and 
supervised broader discovery of “any matter relevant to the subject matter involved in the 
action.” 
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In sum, this new rule requires parties to identify sources of information 
that are not searched because they are not reasonably accessible and allows 
discovery from such sources on a showing of good cause, subject to judicial 
supervision. It provides both a procedure and guidance for applying the 
proportionality limits that govern all discovery to the distinctive features of 
electronic discovery. 

C. Privilege Review 

Rule 26(b)(5)(B) dovetails with the changes to Rule 16 and Rule 26 that 
address privilege waiver. The costs and burdens of reviewing vast electronic 
files for privilege are widely perceived as a major problem. The amendments 
offer relief in two ways. The first is to require the parties to discuss in their 
meet-and-confer whether they can agree on procedures for asserting privilege 
claims after production without risk of waiver and, if so, to request the court to 
include the agreement in a court order. The second is the creation in Rule 
26(b)(5)(B) of a consistent and predictable procedure to apply if the parties 
cannot reach an agreement for postproduction privilege assertion. Both rules 
are carefully crafted to leave to the court the substantive questions of whether 
the information produced was privileged as asserted and, if so, whether that 
privilege was waived by the circumstances of the production. 

Under Rule 26(b)(5)(B), if a party has produced information in discovery 
that it claims is privileged or protected as trial-preparation material, the party 
may notify the receiving party of the claim, stating the basis for the assertion. 
After receiving notification, the receiving party must return, sequester, or 
destroy the information and may not use it or disclose it to third parties until 
the claim is resolved. The receiving party has the option of submitting the 
information directly to the court to decide whether the information is 
privileged or protected as claimed and, if so, whether a waiver has occurred. A 
receiving party that has disclosed or provided the information to a nonparty 
before getting notice must take reasonable steps to obtain the return of the 
information. The producing party must preserve the information pending the 
court’s ruling on whether the information is privileged or protected and 
whether any privilege or work-product protection has been waived or forfeited 
by the production. The goal of this Rule is to preserve the status quo until the 
court can decide the disputed privilege or work-product questions. 

D. Form of Production 

The proposed amendments to Rule 33 and Rule 34 clarify how these rules 
apply to electronically stored information. The proposed amendment to Rule 
33 clarifies that the electronic-discovery equivalent of answering an 
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interrogatory by referring to business records is for the responding party to 
provide the interrogating party access to electronically stored information if the 
interrogating party can find the answer as readily as the responding party can. 
The amendment to Rule 34(b) clarifies the application of the document 
production rule to electronically stored information. This amendment dovetails 
with the meet-and-confer requirement for parties to discuss the form of 
production by providing a procedure for a court to resolve the form of 
production if the parties cannot agree. 

Amended Rule 34(b) allows but does not require requesting parties to 
specify the preferred form of production in their requests and allows 
responding parties to object. If a request does not specify a form or forms of 
production or if the parties have not reached an agreement and the court has 
not ordered a specific form, the rule gives responding parties two default 
options. The options are the form or forms in which the information is 
“ordinarily maintained” or “a form or forms that are reasonably useable,” 
whether they be electronic or paper, indexed or word-searchable, or useable in 
any other reasonable way for the litigation. These options are intended to be 
roughly analogous to the rule provisions for paper records: producing 
documents labeled to correspond to the categories in the request, or as they are 
maintained in the ordinary course of business. Those default options, intended 
to prevent “document dumps” in the world of paper litigation, do not apply 
easily to electronically stored information. The amendment bridges that gap. 

E. Sanctions 

Even if the parties are able to agree on preservation protocols in the meet-
and-confer sessions, and especially if they are not, the risk of losing 
information that may later be demanded in discovery is an acute problem in 
electronic discovery. Anxiety about preservation is particularly high among 
large data producers who are repeatedly and frequently the subject of a variety 
of claims. Such data producers complain that fear of spoliation accusations and 
resulting sanctions leads them to preserve far more information than is likely to 
be necessary to meet reasonable discovery demands of particular cases, leading 
to overproduction, which in turn increases the cost, burden, and time required 
to review and produce information. Even relatively small data producers and 
data producers who are infrequently sued complain about the uncertain 
boundaries of preservation obligations and sanctions threats. Rule 37(f) is a 
new rule that limits a court’s authority to sanction a party under the civil rules 
for the failure to produce information in discovery, if the information has been 
destroyed or made inaccessible as the result of the routine operation of an 
electronic information system, as long as that operation is in good faith and 
absent exceptional circumstances. 
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Rule 37(f) responds to a distinctive feature of electronic information 
systems, the routine modifying, overwriting, and deleting of information that 
attends normal use. The Rule is short and simple. It states that “[a]bsent 
exceptional circumstances, a court may not impose sanctions under these rules 
on a party for failing to provide electronically stored information lost as a result 
of the routine, good-faith operation of an electronic information system.” The 
“routine operation of the party’s computer system” encompasses the ways in 
which information systems are generally designed, programmed, and 
implemented to meet a party’s business and technical needs, rather than to 
respond to litigation. “Good faith” is not specifically defined in the Rule but 
the Notes provide guidance by stating that good faith “may require that a party 
intervene to modify or suspend certain features of the routine operation of a 
computer system to prevent the loss of information, if that information is 
subject to a preservation obligation.” The Notes also give an example of what 
“good faith” is not. A party may not exploit the routine operation of an 
information system to thwart discovery obligations by allowing the operation 
to continue in order to destroy specific stored information that it is required to 
preserve. 

Rule 37 does not set preservation obligations but does tell judges that a 
spoliation claim involving electronically stored information has to be analyzed 
with an understanding and recognition of the distinctive dynamic features of 
such information. These claims cannot be analyzed in the same way as similar 
claims involving static information stored on paper that requires affirmative 
human action to alter or destroy. 

F. Conclusion 

The rules are an interrelated set of provisions that begin with the early 
meet-and-confer discovery planning sessions, establish procedures for 
addressing disputes about the form of production, information that is not 
reasonably accessible, and privilege waiver, and provide guidance if 
electronically stored information cannot be produced in discovery because of 
features distinctive to electronic information systems. Rule 45 extends the 
amendments to discovery sought from third parties. 

The rules and the cases that are already applying them make one effect of 
electronic discovery clear. The rules continue the trends toward requiring the 
parties and their lawyers to raise problems early to try to reach agreement and 
toward facilitating judicial involvement and supervision when needed. The rule 
amendments, and, more importantly, the features of electronic discovery that 
made the amendments necessary in the first place, will place increasing 
demands on litigants, lawyers, and judges to manage discovery earlier, more 
often, and in more detail than conventional discovery required. District judges 
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in particular have enjoyed a relative holiday from the hard and detailed work of 
discovery management. That holiday may be ending. A few specific examples 
of problems likely to emerge under the new rules illustrate the nature and 
extent of the new demands on litigants, lawyers, and on judges. I turn to these 
examples in the next Part. 

ii.  meeting-and-conferring  

The new amendments that provoked the least controversy, the expansion 
of the meet-and-confer under Rule 26(f) and the initial conference with the 
court under Rule 16, may turn out to be the most important. The amended 
meet-and-confer requirements serve crucial purposes: to identify potential 
problems early in litigation and to establish workable electronic discovery 
protocols. Courts are already expecting parties to come to the meet-and-confer 
prepared to discuss the details of electronic discovery and can be demanding in 
what they require counsel to know. One judge described the obligations under 
new Rule 26(f) as follows: 

[C]ounsel have a duty to take the initiative in meeting and conferring 
to plan for appropriate discovery of electronically stored information at 
the commencement of any case in which electronic records will be 
sought. . . . At a minimum, they should discuss: the type of information 
technology systems in use and the persons most knowledgeable in their 
operation; preservation of electronically stored information that may be 
relevant to the litigation; the scope of the electronic records sought (i.e. 
e-mail, voice mail, archived data, back-up or disaster recovery data, 
laptops, personal computers, PDA’s, deleted data) the format in which 
production will occur (will records be produced in “native” or 
searchable format, or image only; is metadata sought); whether the 
requesting party seeks to conduct any testing or sampling of the 
producing party’s IT system; the burdens and expenses that the 
producing party will face based on the Rule 26(b)(2) factors, and how 
they may be reduced (i.e. limiting the time period for which discovery 
is sought, limiting the amount of hours the producing party must 
spend searching, compiling and reviewing electronic records, using 
sampling to search, rather than searching all records, shifting to the 
producing party some of the production costs); the amount of 
pre-production privilege review that is reasonable for the producing 
party to undertake, and measures to preserve post-production assertion 
of privilege within a reasonable time; and any protective orders or 
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confidentiality orders that should be in place regarding who may have 
access to information that is produced.5  

Every item on this daunting list may not apply or be important in every 
case. But in most cases, outside counsel will need to come to the meeting 
armed with information not only about the substantive issues in the case, but 
also about the client’s information system, including the sources and content of 
potentially discoverable information; how that information is created and 
stored; how it may be accessed, reviewed, and produced; and what may cause 
it to change, become less accessible, or even disappear. 

The amendments increase the demands on lawyers early in litigation, 
reflecting the complexity of electronic discovery as compared to conventional 
discovery. With conventional discovery, even cases that involve large amounts 
of paper rarely require more than one Rule 26(f) meet-and-confer or more than 
one Rule 16 hearing. The problem has been that the meet-and-confer is too 
often treated as a perfunctory “drive-by” exchange. If Rule 26(f) has been 
approached in this fashion, the Rule 16 conference may accomplish little more 
than setting a few dates. Cases involving complex or extensive electronic 
discovery may require several Rule 26(f) conferences, as the lawyers learn 
about their own clients’ computer systems, exchange that information with 
opposing counsel, question or challenge the information received, reach 
agreements as to some issues, and disagree on others. More than one Rule 16 
conference may also be necessary as judges resolve the disputes that emerge 
from the Rule 26(f) conference(s) and work with the parties to integrate 
electronic discovery into an overall case-management plan. Judges should 
require that parties not defer or postpone their meet-and-confer more than 
absolutely necessary for the first meeting to be effective, recognizing that more 
than one meeting may be required. 

To manage these increased demands without unduly front-loading a case 
and delaying attention to the merits, judges must be simultaneously 
demanding and patient. Judges should not relax the emerging standard for a 
meaningful meet-and-confer exchange on electronic discovery issues. But at 
the same time, judges must understand the difficulties lawyers face in trying to 
learn their clients’ information systems as well as the other disclosure and 
 

5.  Hopson, 232 F.R.D. at 245; see also AM. BAR ASS’N, CIVIL DISCOVERY STANDARDS 29 (2004), 
available at http://www.abanet.org/litigation/discoverystandards/2004civildiscovery 
standards.pdf; MANUAL FOR COMPLEX LITIGATION (FOURTH) § 11.42 (2004), available at 
http://www.fjc.gov/public/pdf.nsf/lookup/mcl4.pdf/$file/mcl4.pdf; THE SEDONA 
CONFERENCE, THE SEDONA PRINCIPLES: BEST PRACTICES RECOMMENDATIONS & PRINCIPLES 
FOR ADDRESSING ELECTRONIC DOCUMENT PRODUCTION 19-21 (2005), 
http://www.thesedonaconference.org/dltForm?did=7_05TSP.pdf [hereinafter THE SEDONA 
PRINCIPLES]. 
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meet-and-confer subjects early in the case. Judges’ patience need not mean 
significant delays in lawyers’ meeting the meet-and-confer obligations. Rather 
than postpone compliance, which inevitably delays all other steps in the 
litigation, judges should be alert to the need to engage in the process, even in 
this very early stage of a case. 

Judges can help ensure that the demands of the new meet-and-confer 
obligations are not unreasonable by requiring requesting parties to eschew 
overbroad demands for information, requiring responding parties to identify 
what sources of information are likely to be most helpful and where they are 
likely to be found, and requiring all parties to work toward a reasonable 
discovery protocol. In cases that require more than one meet-and-confer 
session, a judge could require the parties to report on each session and, if 
necessary, have a Rule 16 conference after each session to resolve disputes as 
they arise. 

Electronic discovery imposes new requirements on lawyers and litigants to 
learn large amounts of information about their own and their adversary’s 
information systems, early in the case. The challenge for judges is to manage 
this process if the lawyers are unable to agree, in a way that achieves the 
purpose of the expanded meet-and-confer and Rule 16 conference but does not 
impose unrealistic demands on the parties or unduly delay the litigation. 

iii. not reasonably accessible information and allocating 
discovery costs  

A recurring problem in electronic discovery involves information stored on 
sources that are not reasonably accessible. Amended Rule 26(b)(2)(B) is 
designed to address this problem with a two-tiered solution. In the first tier, a 
party must provide discovery of relevant, nonprivileged, reasonably accessible, 
electronically stored information without a court order. In the second tier, 
however, a party need only identify sources of electronically stored information 
that are not reasonably accessible. Information stored on such sources may be 
discoverable, but only if the requesting party can show good cause for a court 
to order production. 

So far, the issues under this amendment have arisen largely in cases 
involving unindexed, hard-to-search backup tapes, “deleted” information, and 
“legacy” information that was created and can only be accessed by obsolete 
hardware or software. The issues will change as the technology changes; what 
is hard to access today may be readily accessible tomorrow, while changes to 
systems may make information readily accessible today very difficult to 



the yale law journal pocket part 116:167   2006 

178 
 

produce in a few years. The case law already shows that judges understand that 
these issues require detailed court management.6 

One new requirement is that the responding party must disclose the 
existence of electronically stored information located on sources that are not 
reasonably accessible, even if the party has not searched it. Although the limits 
of this identification requirement are unclear, a party need not identify 
everything it is not searching but only sources that are likely to contain relevant 
information. 

Some judges have taken a creative approach in using an “identification as 
not-reasonably-accessible log,” similar to a privilege log, as a way to address 
the identification requirement. But there are important differences between 
such a log and a privilege log that should be kept in mind. The producing party 
knows the content of what it lists on a privilege log. A party may not know 
what information is contained on a source that is not reasonably accessible, 
including whether it is responsive or relevant. The responding party may not 
be able to find the answers to this basic question without the type of expensive 
and time-consuming restoration steps that Rule 26(b)(2)(B) is intended to 
avoid unless a good-cause showing is made and appropriate terms and 
conditions imposed. Requiring a privilege type of log to meet the identification 
requirement may make that requirement itself a source of cost and delay. For 
many lawyers and litigants, privilege logs epitomize the worst features of 
discovery: they are expensive; they take forever; and when finished they are 
rarely used. A privilege type of log may also obscure the difference between 
identifying the unsearched sources of potentially responsive electronically stored 
information by category or type, as the Committee Notes direct, and 
identifying the information itself, which may require knowledge about the 
contents. The task for judges is to manage this part of electronic discovery 
under a rule designed to reduce recurring problems and associated burdens and 
costs, without introducing new and potentially onerous additional 
requirements. 

The uncertainty about the content of electronically stored information that 
is not reasonably accessible will also continue to complicate preservation 
decisions. A party must determine whether not-reasonably-accessible sources 
might contain relevant information and must evaluate the risks of allowing that 
information to be overwritten, deleted, or otherwise become increasingly more 
difficult to access. A primary factor to consider when evaluating those risks is 
whether the information likely to be found on those sources is also available on 
 

6.  See, e.g., Peskoff v. Faber, No. 04-526 (HHK/JMF), 2006 WL 1933483 (D.D.C. July 11, 
2006) (providing a detailed order in response to the plaintiff’s request that the defendant 
produce e-mail messages); In re Priceline.com, Inc., 233 F.R.D. 88 (D. Conn. 2005) 
(providing detailed orders to direct production of electronically stored information). 
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other, reasonably accessible sources. In evaluating preservation choices that 
parties made in the past, a judge will need to analyze—without the distortion 
of hindsight—the reasonableness of the party’s litigation hold, including any 
conclusion that information stored on not-reasonably-accessible sources was 
either irrelevant or available elsewhere and did not need to be preserved. 

One question that is emerging is whether a data producer that has met its 
preservation duty by saving information available on sources that are not 
reasonably accessible may shift costs under Rule 26(b)(2)(B). The line drawn 
in one case addressing the question again demonstrates the close judicial 
involvement required and the need to balance effective discovery supervision 
with an understanding of the challenges facing the parties. In Quinby v. Westle 
AG,7 an employment dispute reminiscent of Zubulake v. UBS Warburg L.L.C.,8 
the plaintiff had asked for e-mails covering a broad range of the defendants’ 
employees, topics, and time. The defendant/employer had followed a 
consistent practice, existing long before the litigation was anticipated or filed, 
of deleting former employees’ e-mails from the accessible database and 
maintaining them on backup tapes. The plaintiff sought e-mails from a 
number of individuals, including former employees. The defendant had saved 
the backup tapes containing the former employees’ e-mails and sought to shift 
to the plaintiff the costs it incurred restoring and searching these tapes for e-
mails responsive to the plaintiff’s discovery requests. The issue was not 
preservation. This defendant had understood that once it reasonably 
anticipated litigation, it was under a duty to preserve information it knew or 
reasonably should have known would be relevant to the litigation.9 

The Quinby court recognized that the defendant could choose how to meet 
its preservation obligation and should not be sanctioned for selecting one format 
over another, not even for selecting an inaccessible format over an accessible 
format. In reaching this result, the judge disagreed with the result reached in 
Treppel v. Biovail Corp., a case decided by another judge in the same district.10 

 

7.  No. 04Civ.7406(WHP)(HBP), 2006 WL 2597900 (S.D.N.Y. Sept. 5, 2006). 
8.  382 F. Supp. 2d 536 (S.D.N.Y. 2005) (Zubulake VI). 
9.  Quinby, 2006 WL 2597900 at *8-9. 
10.  In Treppel v. Biovail Corp., 233 F.R.D. 363, 372 n.4 (S.D.N.Y. 2006), the court relied on 

Residential Funding Corp. v. DeGeorge Financial Corp., 306 F.3d 99 (2d Cir. 2002), which has 
dicta that has been read as permitting sanctions even for negligent loss of or delay in 
providing electronically stored information. The Treppel court found that storing 
information in a less accessible format does not meet a party’s preservation obligation and 
may be sanctionable. The Quinby court rejected that conclusion, and perceptively noted that 
if a “document storage practice that makes the recovery of documents more burdensome 
constitutes a violation of the preservation obligation, then a whole range of document 
storage practices, such as off-site storage in ‘dead’ files, microfilming and digital imaging, 
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But although the Quinby court refrained from sanctioning the defendant, the 
court also held that the defendant could not shift the costs of accessing the e-
mails stored on the backup tapes because it had placed the e-mails on backup 
tapes after it should have “reasonably foreseen” that the e-mails “would be 
discoverable material.”11 

This approach to Rule 26(b) requires a data producer faced with 
anticipated or filed litigation to draw a very fine line. That data producer must, 
of course, preserve electronically stored information it knows or reasonably 
should know is relevant to anticipated or filed litigation. It may choose to secure 
this information in formats that are not reasonably accessible. But to recover 
costs, it must secure electronically stored information that it should reasonably 
foresee would be discoverable only on accessible sources. And it may have to 
make this distinction between information “reasonably-foreseeable-as-
relevant-to-the-litigation” and “reasonably-foreseeable-as-discoverable” early 
in the process. The Quinby case aptly demonstrates how hard it is for judges to 
draw distinctions that will provide predictable guidelines for discovery, in the 
detail necessary to provide effective discovery control and supervision, without 
imposing standards that may be clearer in hindsight than when the litigants 
made the preservation decisions.  

The increase in costs that has accompanied electronic discovery and the 
explicit identification of the judge’s cost-allocation authority in the Rule 
26(b)(2)(B) Committee Notes are likely to lead parties to be more creative and 
aggressive in seeking to shift costs. For example, parties may ask to shift the 
costs of putting information in a specific form, of removing information that is 
confidential or private, or of reviewing information for relevance or privilege. 
Courts are likely to see these and similar requests under Rule 26(b)(2)(B), and 
deciding such requests will require careful and detailed judicial management of 
the discovery process. Even before electronic discovery and Rule 26(b)(2)(B), 
courts had the authority to allocate all or part of the reasonable discovery costs. 
The Committee Notes that accompany the electronic discovery amendments 
make clear that all discovery is subject to the proportionality limits of Rule 
26(b)(2)(C). The amended rule does not say that judges may only consider cost 
allocation if the subject of the discovery is electronically stored information, if 
the electronically stored information is not reasonably accessible, or if the costs 
that the producing party is seeking to shift go beyond the costs of forensic 
work necessary to make certain information accessible. Nor does the amended 
rule preclude producing parties from seeking to shift costs of producing 

 

would violate the preservation obligation because these practices also increase the burden of 
retrieving documents.” Quinby, 2006 WL 2597900 at *9. 

11.  Quinby, 2006 WL 2597900 at *9. 
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electronically stored information that is reasonably accessible or from seeking 
to shift other costs of producing not reasonably accessible information. 

Requesting parties may argue that if they are willing to pay the costs of 
restoring and retrieving information that is not reasonably accessible, then that 
information must be produced. But whether to require the production of 
information that is not reasonably accessible is a separate question from 
deciding who will bear the costs. The Committee Notes specifically state that a 
requesting party’s willingness to share or bear the costs of accessing 
information that is not reasonably accessible is one factor in determining good 
cause, but not the only factor. A court is also to consider the producing party’s 
burdens and costs in reviewing the information after it is accessed, for 
relevance and privilege, as a factor weighing against permitting the required 
discovery. The rules do not limit a court’s consideration to the forensic costs of 
accessing electronically stored information. Instead, a court assessing whether 
the benefits from production amount to good cause may also consider the 
human costs of reviewing the information that is accessed for relevance and for 
privilege.12 What costs to consider in determining whether to compel 
production of the “second tier” and whether or to what extent those costs 
should be shifted are decisions that can only be made with a detailed 
understanding of the requested discovery. 

Rule 26(b)(2)(B) does not create new authority for judges to limit 
discovery or to allocate the costs of that discovery. But the increased costs and 
burdens of electronic discovery are likely to generate new arguments as to the 
limits of this authority, with a corresponding need for judges to analyze and 
define those limits without drawing lines so fine that they cannot readily be 
understood by litigants and lawyers looking to those lines for future guidance. 

iv.  privilege review  

One of the areas to be discussed in the Rule 26(f) meet-and-confer is 
whether the parties can agree on a procedure for asserting claims of attorney-
client privilege or work-product protection after production. The amended 
Rule encourages parties to consider whether they can agree to nonwaiver 
agreements such as “quick peeks,” which would permit production before a 
full-blown, expensive, time-consuming privilege review.13 These and similar 
 

12.  See Cognex Corp. v. Electro Sci. Indust., Inc., No. Civ.A.01CV10287RCL, 2002 WL 
32309413, at *4-5 (D. Mass. July 2, 2002) (“There is something inconsistent with our notions 
of fairness to allow one party to obtain a heightened level of discovery because it is willing to 
pay for it.”). 

13.  In a “quick peek” discovery protocol, information is turned over to the requesting party 
without thorough review. The requesting party identifies the information it wants to have 
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protocols are not new but are newly important, given the volume, nature, and 
variety of such information. These characteristics of electronically stored 
information both increase the costs and burdens of already expensive and slow 
preproduction privilege reviews and the likelihood of inadvertent disclosures 
even when the responding party conducts a full-blown review. 

One case that vividly demonstrates this risk is Marrero Hernandez v. Esso 
Standard Oil Co.,14 in which the defendant asserted privilege as to electronically 
stored information produced a year earlier. The assertion came three days after 
the plaintiff filed a counterclaim attaching hard copies of certain documents, 
leading the defendant to realize what had occurred. The defendant explained 
that the production was the result of an “errant mouse click” that merged two 
electronic files, one containing privileged information and one not. This single 
mouse click occurred despite a lengthy and thorough privilege review. The 
court was unsympathetic. “If parties opt to use technological resources to store 
privilege information, they should also provide the necessary protection for 
precisely that information.”15 

As Marrero Hernandez illustrates, judges have been slow to acknowledge the 
additional problems that electronic discovery presents for privilege review. 
This results, in part, from the fact that under the substantive privilege law, the 
costs of a mistake are potentially so high: waiver not only of the inadvertently 
disclosed information but also of the subject matter. The consequences of a 
mistake are also variable because of forum differences in what constitutes a 
waiver. Different jurisdictions apply different rules, ranging from a strict 
approach that generally finds waiver if there is inadvertent production to a 
lenient approach. A middle-ground approach requires the court to assess 
whether the conduct that led to the production is excusable or whether it 
waived the privilege.16 The high standards courts have imposed on counsel and 
clients to protect against privilege waiver may not adequately take into account 
the distinctive problems of identifying and segregating privileged electronically 
stored information. Courts must understand that while electronic search 
 

produced. The responding party then searches that information for privilege or protection; 
any previous production is not a waiver. A similar arrangement is a “clawback agreement,” 
in which the parties agree that privileged or protected information inadvertently produced 
during discovery must be returned or destroyed without waiving the privilege or protection. 

14.  No. 03-1485 (JAG/GAG), 2006 WL 1967364 (D.P.R. July 11, 2006). 
15.  Id. at *4. 
16.  See Bowles v. Nat’l Ass’n of Home Builders, 224 F.R.D. 246, 253 (D.D.C. 2004) (“The D.C. 

Circuit follows a ‘strict rule on waiver of privileges.’” (quoting S.E.C. v. Lavin, 111 F.3d 921, 
929 (D.C. Cir. 1997))); United States v. Rigas, 281 F. Supp. 2d 733, 737 (S.D.N.Y. 2003) 
(balancing test); United States v. Keystone Sanitation Co., 885 F. Supp. 672, 676 (M.D. Pa. 
1994) (same); Helman v. Murry’s Steaks, Inc., 728 F. Supp. 1099, 1104 (D. Del. 1990) 
(lenient rule);. 
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techniques improve efficiency and effectiveness in reviewing vast amounts of 
information and promise to provide even greater efficiencies in the future, 
electronic searching is not yet a reliable substitute for human review. And 
courts must understand that with human review, the volume and 
characteristics of electronically stored information inescapably lead to greater 
risks of inadvertent disclosure. 

As courts learn more about the difficulties of reviewing electronically stored 
information for privilege, judicial attitudes may become more forgiving. The 
amended rules may help that process. Courts are citing Rules 26(f) and 
26(b)(5)(B) and the Committee Notes in acknowledging the difficulties of 
effectively reviewing vast amounts of electronically stored information for 
privilege, even with significant effort.17 The Civil Rules cannot, however, 
change substantive privilege law, including the law of privilege waiver, without 
an affirmative act of Congress.18 Under current law, depending on the 
jurisdiction, even if the parties agree to various protocols under which 
disclosure will not waive a privilege or protection, and the court includes their 
agreement in an order, neither the agreement nor order assure that the 
agreement will bind third parties. And although amended Rule 26(b)(5) 
provides a procedure for asserting claims of privilege or protection after 
production when the parties have not reached an agreement through the meet-
and-confer process, the new rule does not resolve the substantive issue of 
whether the production has waived a belatedly asserted privilege or work-
product protection claim. The risk of waiver and of disclosure will lead some 
parties, particularly those who are frequently sued, to continue to insist on 
extensive, time-consuming, and costly preproduction privilege reviews, even 
with a nonwaiver agreement in place between the parties. 

The amended rules recognize this caution and the reason for it and provide 
that a court may not require a party to enter into a clawback, quick peek, or 
similar protocol, even if it would make discovery faster and less expensive. 
Rule 26(f) and the Notes make clear that a court cannot order such a privilege 
protocol unless the parties agree.19 
 

17.  E.g., Williams v. Sprint/United Mgmt. Co., No. 03-2200-JWL-DJW, 2006 WL 1867478 
(D. Kan. July 1, 2006). 

18.  The Rules Enabling Act forbids substantive changes to the law of privilege by rulemaking. 
“Any such rule creating, abolishing, or modifying an evidentiary privilege shall have no 
force or effect unless approved by Act of Congress.” 28 U.S.C. § 2074(b) (2000). 

19.  See the proposed amendment to FED. R. CIV. P. 26(f), which provides that “[i]f the parties 
agree to entry of such an order, their proposal should be included in the report to the court.” 
REPORT OF THE CIVIL RULES ADVISORY COMMITTEE 37 (amended July 25, 2005), reprinted in 
COMM. ON THE RULES OF PRACTICE & PROCEDURE OF THE JUDICIAL CONFERENCE OF THE 
U.S., SUMMARY OF COMMITTEE ON RULES OF PRACTICE AND PROCEDURE: AGENDA E-18 app. 
C, Rule 26(f) (2005), available at http://www.uscourts.gov/rules/Reports/ST09-2005.pdf. 
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As a result of the risks under, and variability of, the substantive privilege 
law, judges’ historical reluctance to approve nonwaiver agreements may 
continue. One court recently stated that parties 

would be unwise to assume that such agreements will excuse them 
from undertaking any pre-production privilege review, or doing less of 
a pre-production review than is reasonable under the circumstances. . . . 
The better approach is to assume that complete pre-production 
privilege review is required, unless it can be demonstrated with 
particularity that it would be unduly burdensome or expensive to do so.  

In a very thoughtful analysis, the court in that case, Hopson v. Mayor of 
Baltimore,20 stated that judges “called upon to ‘bless’ the production procedures 
agreed upon by counsel with a court order should independently satisfy 
themselves that full privilege review reasonably cannot be accomplished within 
the amount of time court allow[ed] for the production.”21 The court also 
should satisfy itself that the procedures agreed upon by counsel regarding 
privilege production are in fact reasonable and that more could not be 
accomplished within the production period given the scope of electronic 
records production permitted by the court. 

Amended Rule 16 and the corresponding provisions of Rule 26(f) do not, 
on their face, require such judicial second-guessing of parties’ agreements to 
adopt a less expensive, less burdensome, less time-consuming, and more 
realistic approach to privilege review. But as long as litigants cannot ensure 
that their nonwaiver agreements are enforceable as to third parties and the 
waiver consequence of producing privileged or protected information is 
unpredictable, these rule amendments may not be a sufficient basis for 
protocols intended to avoid extensive preproduction privilege reviews in cases 
that would otherwise benefit from such arrangements. 

There is a proposal that would dovetail with the e-discovery amendments 
and help realize their potential benefits. In August 2006, the Standing 
Committee on the Rules of Practice and Procedure and the Advisory 
Committee on the Federal Rules of Evidence published for comment a 
proposed rule amendment that would, among other things, provide that if a 
court enters an order incorporating the parties’ agreement that disclosures of 
privileged or protected information would not effect a waiver, the order would 
bind third parties.22 Additionally, the proposed rule sets the standard for when 
 

20.  232 F.R.D. 228 (D. Md. 2006). 
21.  Id. at 244 n.39. 
22.  See REPORT OF THE ADVISORY COMMITTEE ON EVIDENCE RULES 4 (amended June 30, 2006), 

available at http://www.uscourts.gov/rules/Excerpt_EV_Report_Pub.pdf (“Inadvertent 



a few thoughts on electronic discovery  

 

185 
 

an inadvertent disclosure operates as a waiver, by adopting the middle-ground 
approach identified earlier: if the holder of the privilege or work product 
protection took reasonable precautions to prevent disclosure and took 
reasonably prompt measures, once it knew or should have known of the 
disclosure, to rectify it, the disclosure does not constitute a waiver. The 
proposed rule would also provide that privilege waiver by disclosure generally 
would not extend to all the information concerning the same subject matter but 
only the information disclosed. This proposed rule, which would require an 
affirmative act by Congress because it affects an evidentiary privilege, would 
help make agreements for production without a complete privilege review in 
advance a more attractive proposition. 

In the meantime, if litigants have analyzed the risks of a protocol for 
producing information without a full-blown preproduction privilege review 
and have decided that those risks are outweighed by savings in time, expense, 
and burden, courts should generally be willing to accept that judgment. 
Although judges cannot require such agreements of unwilling litigants, judges 
can and often should explore with the litigants what protocols might be 
acceptable to reduce the costs and time by avoiding a complete review and the 
preparation of a complete privilege log before any production occurs. Such 
efforts are yet another way in which conscientious judges are likely to be more 
involved in managing e-discovery. And in undertaking such efforts, judges will 
again face the delicate balance between the effective management necessary to 
ensure that parties meet their discovery obligations and the need to avoid 
standards that are unrealistically demanding or unforgiving. 

v.  metadata and issues relating to the form of 
production 

Among the choices to be made in deciding what form or forms to use in 
producing electronically stored information is whether to delete, or “scrub,” 
the metadata. This category of electronically stored information does not have 
a direct paper counterpart. Metadata is described as “data about data” or 
“information describing the history, tracking, or management of an electronic 

 

disclosure–A disclosure of a communication or information covered by attorney-client 
privilege or work-product protection does not operate as a waiver in a state or federal 
proceeding if the disclosure is inadvertent and is make in connection with federal litigation 
or federal administrative proceedings—and if the holder of the privilege or work product 
protection took reasonable precautions to prevent disclosure and took reasonably prompt 
measures, once the holder knew or should have known of the disclosure, to rectify the error, 
including (if applicable) following the procedures in Fed. R. Civ. P. 26(b)(5)(B).”) 
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document,”23 although it is increasingly used to describe a variety of “hidden” 
information that accompanies electronic files, such as “track changes.” Courts 
have struggled with whether parties may produce electronically stored 
information without metadata included. The rules do not specifically address 
metadata but do provide a procedure and guidance that courts are already 
using.24 

The amendment to Rule 34(a) ends the debate over whether various parts 
of electronic files, including metadata, are subject to discovery because they are, 
or are not, part of a “document.” Metadata is “electronically stored 
information,” discoverable if relevant, not privileged, and within the limits that 
govern discovery. This semantic change tracks the evolution of cases and 
secondary literature treating metadata. Rather than viewing it only as a 
conceptually separate element of an electronic “document,” metadata is also 
increasingly recognized as including the software that assembles information 
from different databases and brings it together for the reader. Disputes over 
producing metadata are dealt with under the Rule 34(b) provisions on the form 
of production, recognizing that these provisions are subject to the relevance 
limit under Rule 26(b)(1) and the proportionality limits under Rule 
26(b)(2)(C) that apply to all discovery. 

Rule 34(b) provides a procedure for identifying disputes over producing 
metadata before production occurs. The Rule 34(b) procedure for requesting 
forms of production allows a requesting party to ask for metadata and allows a 
responding party to object. In the written response to the production request, 
the responding party must state the forms it intends to use for production if 
the request does not specify a form or if the responding party objects to the 
requested form. If after the meet-and-confer process and subsequent 
discussion, one party still seeks metadata over an opponent’s objection and the 
court must decide, Rule 34(b) provides guidance by identifying two default 
choices that apply if there is no requested form or no agreement. One option is 

 

23.  See THE SEDONA CONFERENCE, THE SEDONA GUIDELINES: BEST PRACTICE GUIDELINES & 
COMMENTARY FOR MANAGING INFORMATION & RECORDS IN THE ELECTRONIC AGE 81-82 app. 
F (2004), available at http://www.thesedonaconference.org/dltForm?did=TSG9_05.pdf 
(defining “metadata” as “information about a particular data set which describes how, when 
and by whom it was collected, created, accessed, or modified and how it is formatted 
(including data demographics such as size, location, storage requirements and media 
information)”); id. at 80 (providing an extended description of metadata and defining 
metadata to include “all of the contextual, processing, and use information needed to 
identify and certify the scope, authenticity, and integrity of active or archival electronic 
information or records”). 

24.  See, e.g., Wyeth v. Impax Lab., Inc., No. Civ.A.06-222-JJF, 2006 WL 3091331 (D. Del. Oct. 
26, 2006) (applying the guidance provided in the rules); Williams v. Sprint/United Mgmt. 
Co., No. 03-2200-JWL-DJW, 2006 WL 1867478 (D. Kan. July 1, 2006) (same). 
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“native format,” the form in which the producing party maintains the 
information, which most understand to include existing metadata associated 
with the electronically stored information. The second option is a form that is 
reasonably usable for the litigation, which may, but need not, include 
metadata. The Committee Notes point out that although the Rule does not 
require a party to produce electronically stored information in the form in 
which it is ordinarily maintained, the option to produce in a reasonably usable 
form does not mean that a responding party is free to convert electronically 
stored information from the form in which it is ordinarily maintained to a 
different form that unnecessarily burdens the requesting party. If information 
is stored in a way that uses metadata for searchability, for example, the 
metadata should not be “scrubbed” to make that information more difficult to 
search. But in a particular case, depending on the electronically stored 
information at issue, it may be possible to produce that information in a form 
that is reasonably usable without including metadata. Whether metadata 
should be produced depends on the relevance and importance of the metadata 
in the particular case, including its importance to searching the information 
produced. 

In some early cases in which litigants “scrubbed” metadata from their 
electronically stored information or otherwise deviated from native format, 
courts rejected the production as insufficient and even imposed sanctions.25 In 
more recent cases, courts have cited the language in the Rule and Notes in 
carefully analyzing the reasons proffered for producing electronically stored 
information without metadata and the reasons proffered for insisting that it be 
included. The case law26 and commentary27 recognize that there can be valid 
reasons for removing metadata. Due to its hidden, or not readily visible, 
nature, metadata that is privileged or confidential is more likely to be 
 

25.  See, e.g., In re Telxon Corp. Secs. Litig., Nos. 5:98CV2876 & 1:01CV1078, 2004 WL 3192729 
(N.D. Ohio July 16, 2004) (imposing sanctions in part for failure to produce metadata); In 
re Verisign, Inc. Secs. Litig., No. C 02-02270 JW, 2004 WL 2445243 (N.D. Cal. Mar. 10, 
2004) (rejecting as insufficient production in which the producing party “scrubbed” the 
metadata). 

26.  E.g., Wyeth, 2006 WL 3091331, at *3 (“Most metadata is of limited evidentiary value, and 
reviewing it can waste litigation resources.”); Williams v. Sprint/United Mgmt. Co., 230 
F.R.D. 640, 647 (D. Kan. 2005) (“Due to the hidden, or not readily visible, nature of 
metadata, commentators note that metadata created by any software application has the 
potential for inadvertent disclosure of confidential or privileged information in both a 
litigation and non-litigation setting, which could give rise to an ethical violation.”). 

27.  THE SEDONA PRINCIPLES, supra note 5, at 37 (“Absent a showing of special need and 
relevance a responding party should not be required to preserve, review, or produce deleted, 
shadowed, fragmented, or residual data or documents.”) (Principle 9); id. at 46 (“Unless it 
is material to resolving the dispute, there is no obligation to preserve and produce metadata 
absent agreement of the parties or order of the court.”) (Principle 12). 
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inadvertently disclosed. If parties redact privileged, protected, or confidential 
information, producing metadata may reveal what was redacted. Requiring the 
production of all metadata can unnecessarily increase the amount of 
information that must be reviewed for relevance and privilege. Resolving 
disputes over producing metadata will require judges to decide whether the 
metadata is relevant; whether the information it supplies can be obtained more 
easily elsewhere; whether the information it supplies is cumulative; whether 
the metadata may enable the use of technology tools to search or sort the 
information being produced; and whether the costs and burdens of producing 
the metadata outweigh the benefits it provides. 

This aspect of electronic discovery, with the complexities it can entail, 
demonstrates the need for lawyers to attend to production issues at a level of 
detail that was simply not required with paper. When the lawyers are unable to 
agree, conscientious judges must exercise management and supervision that is 
also more detailed and often more difficult than was true for conventional 
discovery. For example, in Williams v. Sprint/United Management Co.,28 an 
employment case involving a workforce reduction, a court found that the 
defendant’s unilateral decision to produce electronically stored information 
with the metadata removed was unacceptable. The court conducted a 
meticulous and detailed review, concluding that the metadata associated with 
changes to spreadsheets identifying pools of employees was relevant to the 
plaintiffs’ claim that the defendant reworked the pools to pass an adverse 
impact analysis, while other categories of metadata were not relevant to issues 
in the case. The court rejected the defendant’s argument that producing 
metadata made the information easy to alter without detection, finding that the 
“defendant could have run the data through a mathematical process to generate 
a shorter symbolic reference to the original file, called a ‘hash mark’ or ‘hash 
value,’ that is unique to that particular file,” and that this “digital fingerprint” 
would have avoided the problem.29 Although the court concluded that the 
defendant would not be sanctioned for unilaterally “scrubbing” the metadata 
and “locking” certain data and “cells” on spreadsheets it produced, the 
defendant nonetheless paid a substantial cost. The court held that the 
defendant had waived any attorney-client privilege or work-product protection 
with respect to the metadata except for metadata directly corresponding to 
information the court permitted the defendant to redact.30 

Williams demonstrates how one aspect of electronic discovery requires the 
judge to exercise a degree of management and supervision that is more detailed 

 

28.  230 F.R.D. 640. 
29.  Id. at 655. 
30.  Id. at 653-54. 
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and often more difficult than was true for conventional discovery. It also 
demonstrates how judges working to manage and supervise novel and 
unwieldy e-discovery problems may impose standards that are clearer in 
hindsight than they were to the parties when they made the challenged 
discovery decisions. 

vi.  sanctions 

Most discussions of e-discovery-related sanctions have been about alleged 
failures to meet preservation obligations,31 although sanctions also apply if 
parties intentionally destroy electronically stored information.32 The dynamic 
nature of electronically stored information and the complexity of electronic 
information systems make preservation obligations less clear and spoliation 
allegations more likely than was true of conventional discovery. A party can 
save most electronically stored information indefinitely, but that does not mean 
that they must—or should—preserve everything. In an ideal world, individuals 
and organizations would save what they need for legal, business, or personal 
purposes and be free to discard everything else. 

A reflexive “save everything” approach is undesirable and provides no 
secure haven from sanctions. Electronic information systems both produce and 
destroy information beyond what human creators of information directly 
control or even know about. Amended Rule 37(f) reflects these features of 
electronic information systems in clarifying that unintentional losses of 
electronically stored information, resulting from the “routine” and “good faith” 
operation of electronic information systems, are not sanctionable “absent 
exceptional circumstances.” 

Rule 37(f) is not a “safe harbor” from sanctions for such a loss of 
electronically stored information; rather, it is a standard that provides guidance 
to litigants and judges. Such guidance is necessary to confront sanctions 
motions premised on the fact that much electronically stored information is 
routinely destroyed for reasons unrelated to pending or anticipated litigation.33 

 

31.  See, e.g., Consol. Aluminum Corp. v. Alcoa, Inc., No. 03-1055-C-M2, 2006 WL 2583308 
(M.D. La. July 19, 2006) (considering a motion for sanctions based on alleged spoliation of 
evidence). 

32.  See, e.g., Easton Sports, Inc. v. Warrior LaCrosse, Inc., No. 05-72031, 2006 WL 2811261 
(E.D. Mich Sept. 28, 2006) (sanctioning a party for intentionally destroying electronic 
information); Arista Records, L.L.C. v. Tschirhart, No. SA-05-CA-372-OG, 2006 WL 
2728927, at *2 (W.D. Tex. Aug. 23, 2006) (issuing sanctions for the intentional destruction 
of electronically stored information in contravention of an order to produce a hard drive).  

33.  See Crandall v. City of Denver, No. 05-cv-00242-MSK-MEH, 2006 WL 2683754 (D. Colo. 
Sept. 19, 2006) (imposing sanctions based on an e-mail destruction policy); 3M Innovative 
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New Rule 37(f) signals that the analysis used to resolve spoliation allegations 
in conventional discovery cannot simply be carried over to electronic 
discovery.34 

This guidance has already proven helpful.35 But the focus on spoliation 
sanctions may understate the potential for a more general increase in sanctions 
motions in electronic discovery. This potential results from a number of 
factors. One is that the rule amendments and case law recognize the increased 
need for early and detailed management that electronic discovery presents by 
imposing increased responsibility for disclosing information about 
electronically stored information early in the case. Another is that, particularly 
in cases in which one party has little information and the other party is a major 
data producer, electronic discovery requests can be a source of great leverage, 
making it more critical for judges to insist on tailored and specific discovery 
requests. A third factor that may lead to increased sanctions motions is that 
judges seeking effective control over electronic discovery may impose 
unrealistically stringent demands on litigants and lawyers, which will 
predictably lead to an increase in sanctions motions if parties cannot meet the 
demands. 

vii. conclusion 

Much has been written on the expense, burden, and delay that responding 
to requests for electronic discovery entails. Some cost and complexity exists 
because many litigants, lawyers, and—some would say—especially judges are 
new to the problems created by the intersection of litigation and modern 
information technology. The result is the unusual circumstance of problems 
that are simultaneously ubiquitous and unfamiliar. Discovery problems are 

 

Prop. Co. v. Tomar Elec., No. 05-756(MJD/AJB), 2006 WL 2670038 (D. Minn. Sept. 18, 
2006) (same). 

34.  Although Rule 37(f) is limited to sanctions authority under the Civil Rules and does not 
address other sources of sanctions power such as inherent authority, cases hold that federal 
courts may use their inherent power only when the parties’ conduct is not controlled by 
other rules or statutes. See., e.g., Carroll v. The Jaques Admiralty Law Firm, P.C., 110 F.3d 
290, 292 (5th Cir. 1997) (noting the district court’s inherent power to issue sanctions). Cases 
also recognize that the standard for imposing sanctions under a court’s inherent power is 
more stringent than the standard for imposing sanctions under the Civil Rules. See 
Woodson v. Surgitek, 57 F.3d 1406, 1417 n.23 (5th Cir. 1995). Such sanctions are confined to 
instances of “bad faith or willful abuse of the judicial process.” Id. 

35.  See, e.g., Turner v. Resort Condo. Intern., LLC, No. 1:03-cv-2025-DFH-WTL, 2006 WL 
1990379 (S.D. Ind. July 23, 2006) (citing proposed Rule 37(f)); Convolve, Inc. v. Compaq 
Computer Corp., 223 F.R.D. 162 (S.D.N.Y. 2004) (same). 
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likely to remain unfamiliar because technology will change in ways we cannot 
predict with any confidence. 

Lawyers and judges are collectively wringing their hands over the 
continuing decline in the number of trials, especially jury trials. The factors 
that contribute to this are many and varied, but there is a consensus that the 
costs and delays of civil litigation—largely due to discovery—play a significant 
role. The frequency of changes to the discovery rules—in 1983, 1991, 1993, 
2000, and again in 2006—reflects an ongoing struggle to find fair and reliable 
means to contain discovery and keep it reasonably related to the needs of 
particular cases. Electronic discovery, with its increased costs, delays, and 
complexities, makes it harder and more important to do that effectively. 

This challenge for judges is important and pressing. Close judicial 
involvement and supervision is clearly needed. Yet that judicial supervision 
must strike a balance between effective control on the one hand and the 
practical limits on discovery in particular cases on the other. Making unrealistic 
demands on litigants and lawyers may hasten settlement but does not meet the 
challenge of making discovery a means to the end of resolving cases based on 
the merits. 

For the lawyers, the problem is to engage and educate the judges about 
how the parties’ computer systems may affect discovery limits and obligations. 
For the judges, the problem is to supervise in an effective way that does not 
impose unrealistic and unduly burdensome demands on the lawyers and 
litigants. The amended rules provide tools and procedures for lawyers and 
judges to do these jobs better. It is not an exaggeration to say that the ability of 
the civil justice system to deliver a fair, efficient, and cost-effective way to 
resolve disputes significantly depends on how litigants, lawyers, and judges 
meet these challenges. 

 
Lee H. Rosenthal is United States District Judge for the Southern District of 

Texas. Rebecca Bolin, a 2006 graduate of Yale Law School, provided helpful 
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